Codes – a gentle start


1.
You can use binary codewords to send messages. I have used the Study Guide text on p2 of Graphs 1 to construct this message of 9 codewords, each of length 8.
The first four bits give the line number in binary, and the second four give the word number in that line. (I have grouped these bits to help you). One word is optional; it indicates a space. 

0001 1111
0010 0001
0111 1101
1001 1100
0011 0001
0000 0000

0101 0001
0001 0011
0011 0011
Now suppose you got the following message to decode (try it): 

0010 1111
0011 0001
0001 0001
0101 0110
0001 0000
0001 1001
0100 0011
1011 1000
1011 1001
1011 1010
0001 1011
1001 1000

0110 0111
0010 1000
0100 1100
Something has gone wrong with the transmission from sender to reader.  This unit is not about cracking codes but coping with “noise” that causes information loss, and finding ways to detect and correct such errors.
One way to spot an error is by repetition: if I send the message twice it is unlikely that both copies of a word will be affected. Here is a second copy, with an error of its own:
0010 1111
0011 0001
0001 0101
0101 0110
0001 1000
0001 1001
0100 0011
1011 1000
1011 1001
1011 1010
0001 1011
1001 1010

0110 0111
0010 1000
0100 1100
With two copies, you can find which words are affected, but you have to use the meaning to guess which version of each word is correct.  With three (or another odd number of) copies, you could use a majority rule to correct the error.  This is the basic idea of a repetition code, R(n), in which each codeword consists of n copies of the message.
There is a shorter way to spot a single error in each word, which is to add a check digit to each word – you add a 1 if the sum of the 1s in the original codeword is odd, and a 0 if it’s even. This means that the sum of the bits in the new codeword (called its weight) is always even (or 0 in modulo 2 addition) so this is called an overall parity check digit.  With this extra digit on the end my message would look like:
0010 11111
0011 00011
0001 00010
0101 01100
0001 00000
0001 10011

0100 00111
1011 10000
1011 10011
1011 10101
0001 10110
1001 10000

0110 01111
0010 10000
0100 11001

You can tell which words have acquired an error simply by seeing which have odd digit sums (or – same thing -odd numbers of 1s).  But you still can’t correct the error, or detect multiple errors.
By now you will have realised that it doesn’t actually matter what the message means. In this unit you basically send “message bits” that are numbers in binary.  They could have any meaning – you’d need a codebook to find it.  From now on, I am going to use fewer message bits.  Code words consist of these message bits and other bits that are added to detect and correct errors – the check bits.  In a “systematic code”, the message bits themselves appear in set places in each word – I’ll usually have them at the beginning.  (In non-systematic codes you conceal them further eg swap 1s to 0s or rotate their order)
2
Generators (using message bits only, for now)
Definition: to add codewords, you add the corresponding bits mod 2, no carrying, so 11 +11 =00 and 101+110 = 011.

If you have 4 message bits you can send 16 different binary codewords (24=16).  You can get all 16 of these by different ways of adding (mod 2) the four codewords 0001, 0010, 0100 and 1000.  For example 1101 = 1000+0100+0001. So we say this code is generated by these 4 codewords of weight 1.
There are other possible sets of 4 codewords that are generators eg 1000, 1100, 1101, 1111. NB if you can use these to make the four codewords of weight 1 then you can go on to make all 16.  I can make eg 0010 by 1111+1101 – how can I make 0100 and 0001?  
But not all sets of four codewords are generators eg 1101, 1100, 0001, 1101 will not let me make anything with a 1 as the 3rd bit.  We say such failing sets are linearly dependent and they have the feature that one of those words is a sum of the others, eg here 1101=1100+0001 (and also 0001=1101+1100)
When you do get a generating set it is because the four codewords are linearly independent.
You can make these generating words into the rows of a matrix that is called a generator matrix of the code: the simplest one is 
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 ie the 4 by 4 Identity matrix, I4. If I put the rows in a different order, or use a different generating set I get a different matrix for the same code.
Now to include the check digits
· For a R(2) repetition code I would simply repeat those four message bits within my generating set/ matrix to get 
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· For a single parity check digit I would add 1 on the end of each of the code words to give them an even weight: 
[image: image3.wmf]ú

ú

ú

ú

û

ù

ê

ê

ê

ê

ë

é

1

1

1

1

1

0

0

0

0

1

0

0

0

0

1

0

0

0

0

1


Given a generator matrix, the coder doesn’t have to understand which are message and which check bits, he/she simply adds the rows of the matrix in different ways to create codewords.  In the unit, you will meet a vector-matrix way to do this.

3
Parity check equations

There is one even cleverer invention that deals with single errors.  The information I really want from the check bits is exactly which message bit has been changed. (It is rather like the old problem of finding a counterfeit coin by weighing.)   The overall parity check bit I described above came from adding up all four message bits and the 5th check bit and getting result 0, in other words it satisfies the equation x1 + x2 + x3 + x4 +x5 = 0 (mod2).  
Suppose instead I use one parity check bit that adds to just the first three message bits, ie satisfying x1 + x2 + x3 + x5 =0.  If, in the received word, this sum is 1 then one of these four bits has an error; if 0 then it’s either none or x4. 

Now you can add a sixth bit so that x1 + x2 + x4 +x6 =0, and a seventh bit so that x1 +x3 + x4 + x7 =0.  Given these results you can tell exactly where the error is. The key to this is which bits I have chosen to include in each equation:
Your three sums are: x1 + x2 + x3 + x5 and x1 + x2 + x4 + x6 and x1 + x3 + x4+ x7.  
If these come out as 000 there are no single errors
111 results from an error in
 x1
110            from

x2
101 


x3
011       from

x4
100

x5 

010

x6
001

x7
So the eight possible outcomes for the three sums can uniquely identify the eight possible results (no errors/ an error in one of the 7 digits).  This is a good code as it only requires 7 bits (4 message and 3 check) but enables you to correct 1 error per word. Compare with 12 bits for a triple repetition code that does the same.
There is one further improvement I can make. If I change the checking sums I use to:  

x4 + x5 + x6 + x7 and x2 + x3 + x6 + x7 and x1 + x3 + x5+ x7  then the outcomes appear as:
If 000 there are no single errors

If 001 then error in 
x1
If 010 then   

x2
If 011 

x3 
If 100 

x4
If 101

x5 

If 110

x6
If 111

x7
So now the outcome is actually the number of the digit in binary, which is elegant, though as you see I had to put several check digits into each equation.  This does make the check digits harder for the coder to work out from the message bits. What should the three check bits be for a message 1111?  

That is enough for an introduction.  Looking for useful equations such as the two sets I have produced here is tackled in the section on parity check matrices, p19.  The sum x2 + x3 + x6 + x7 corresponds to a row 0110011 of the parity check matrix.  Again such sets of equations have to be linearly independent to get the best checking power from the smallest number of equations.  The last code, above, is a (7,4) Hamming code, p21.  You would actually work out its codewords by using the crucial relationship between the parity check matrix and the generator matrix given on the bottom of p26.
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